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‘crypto-asset service’ means any of the following services and 
services and activities relating to any crypto-asset:
(a) providing custody and administration of crypto-
assets on behalf of clients;

assets on 

(b) operation of a trading platform for crypto-assets;
(c) exchange of crypto-assets for funds;
(d) exchange of crypto-assets for other crypto-assets;
(e) execution of orders for crypto-assets on behalf of clients;
clients;
(f) placing of crypto-assets;
(g) reception and transmission of orders for crypto-
assets on behalf of clients;

assets on 

(h) providing advice on crypto-assets;
(i) providing portfolio management on crypto-assets;
(j) providing transfer services for crypto-assets on behalf of 
of clients;

The main
path
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Crypto-asset service provider

Definition according to MiCA

legal person or other undertaking whose 
occupation or business is the provision of 
one or more crypto-asset services to 
clients on a professional basis, and that is 
allowed to provide crypto-asset services in 
accordance with Article 59

Organizational requirements

Cryptocurrency service providers are 
subject to strict organizational 
requirements, which should depend on the 
services provided and because of the 
specific risks.

Liability

Suppliers are liable for any losses resulting 
from information and communications 
technology (ICT) incidents, including 
incidents caused by cyber attacks, theft or 
any failure.
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Providing custody and administration of crypto-assets on behalf of clients

Risk minimization

Protection against loss of assets

Countering fraud

Fraud protection

Cybersecurity

Protection against cyber attacks

Transparency

Sharing policies with customers

Pursuant to Article 75 of the MiCA, crypto storage providers must have policies that minimize the risk of losing customers' crypto 
assets or rights related to those crypto assets or means of accessing crypto assets due to fraud, cybersecurity threats or 
negligence. Customers may review a summary of such policies in electronic format upon request.
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Consequences according to DORA

Inclusion in the scope of DORA

Crypto service providers under MiCA
are subject to DORA

1
Cyber security requirements

Responsibilities for operational digital resilience
2

Consumer protection

Improve security for service users3

Equal treatment

The same requirements as for financial entities

The regulation of cryptoasset service providers in the MiCA allows them to be included in the scope of DORA. According to Article 2, paragraph 1(f), DORA covers 
cryptoasset service providers authorized under the Cryptoasset Markets Regulation and asset-linked token issuers.

Implementation of the cybersecurity obligations indicated in DORA is a mandatory element of the existence of crypto 
service providers among financial entities.
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Product with digital elements means computer software or hardware and related 

related remote computing solutions, including software or hardware components that 
components that are separately marketed

Cloud Server
Service

Identity & Access 
Management

Network Security Service
Service

Cyber Resilience Act
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Law

Agreement 
provision

Regulations

Directives

Standards

Other
Organisation 
(entity)

Policies

Procedures

Other
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RTS: impose detailed technical requirements for implementing 
the regulations.
ITS: deal with the unification and standardization of 
implementation processes.
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