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What is blockchain?

Blockchain is a database.

Data in a database is stored in ,containers” - blocks.
,Container” is of specified size (e.g. 1 MB) and structure.

Each block comprises main data and additionally — among others, a timestamp and a so called ,hash”

of the preceding block.

.Hash" = cryptographic abbreviation of content. It is similar to checksum — but is more sophisticated.

0x945eb660aee95fb571272530d363409d5770eccOcf5831a889dfafd8d9fb3d74



What is blockchain?

Checksum — simple way to check if data is correct

PESEL:
The last digit of PESEL number is a control digit, which depends on all the preceding digits.
The method of calculating that control digit is publicly known — e.g.

http://www.algorytm.org/numery-identyfikacyjne/pesel.html

2525240123 X

If the numbers preceding X change (by replacement by different ones or by changing their order) —

the newly obtained sequence will not fit to X, so the numer will not be a correct PESEL number.

Bank account number (Poland): 72 1140 1010 0000 4746 2300 1001


http://www.algorytm.org/numery-identyfikacyjne/pesel.html

What is blockchain?

Blockchain is a database.

Each block comprises main data and additionally — among others, a timestamp and a so called ,hash”

of the preceding block.

0x945eb660aee95fb571272530d363409d5770eccOcf5831a889dfafd8d9fb3d74
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Source: EP 3 945 704 B1,A method and a system for securing data, especially data of biotechnological laboratories”



What is blockchain?

Data change within Blockchain

Data change within Blockchain would either leave a trace (because the altered data would not
correspond to the hash, so: it would be evident that data has been altered) or would require
immense workload: it would be necessary to change the hash of the changed block, and in turns —
necessary to change data in the next block, and then further for yet the next block etc. — for all

subsequent blocks. And there are billions of blocks....

Source: https://pl.wikipedia.org/wiki/Blockchain



https://pl.wikipedia.org/wiki/Blockchain

Example 1 - Trudatum

Example 1

How to save any file (,content”) in blockchain, together with information of its source (proprietor)

and a timestamp?
Answer: EP 3 579 496 B1 or US 10,944,548 B2 (or JP 7062838 B2)

A method for registering of a data as digital file in a blockchain database”

A




Example 1 - Trudatum

Here is how to do it: 4 > = -
N\, N N N,
- JERERENR N ‘ I | |
Make a data sequence comprising NN D,

information about data (2), information about source (3), optionally a heading (1) and optionally a
suffix (4), such that the length of the data sequence is a multiple of the size of the standard data

container used in said blockchain database (e.g. 1 MB).
Divide the so obtained sequence into N parts of equal length.

Generate N corresponding transactions, sign them electronically and save tchem in N containers in

blockchain.
The heading (1) may include data concerning e.g. file version, file type, number of containers N, etc.
Information about data (2) — it may be the data itself or its hash.

: : : : .. onei: . AIPEX ("
Suffix (4) may include relevant or irrelevant data (like zero-digits only). ¥



Example 1 - Trudatum

The heading (1) may include data concerning e.g. file version, file type, number of containers N, etc.
Information about data (2) — it may be the data itself or its hash.
Suffix (4) may include relevant or irrelevant data (like zero-digits only).

The data sequence in the frame may be different than 1-2-3-4.
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1. A method for registering of a digital document as a digital file in a blockchain database, in which database transactions
are constructed of standard data containers which may have a fixed size, in a system comprising one or more storage nodes
for storing at least part of the blockchain database, one or more approval nodes for approving transactions in said blockchain
database and a first computer for generating transactions in said blockchain database, said computer having access to said

blockchain database and having access to a first private key, comprising the following steps:
a) providing a first set of data (2), relating to the contents of the digital file;
b) providing a second set of data (3), relating to the origin of the digital file;

c) generating a third set of data (5) by merging the first set of data (2), the second set of data (3), optionally a header (1)
and optionally a suffix (4) into a data frame, wherein the header (1) may contain information about the structure of the third set
of data, about the size of the first set of data (2), while the size of the suffix (4) is adjusted such that the size of the data frame

is a multiple of the size of the standard data container used in said blockchain database;



Example 1 - Trudatum

AOMB Intellectual property

.. d) dividing the third set of data (5) into an integer number N21 of parts of equal size, said size corresponding to the size

of the standard data container used in said blockchain database;

e) generating — by said first computer or an intermediary computer connected to the first computer and said one or
more of the approval nodes — a single blockchain transaction for all the N parts obtained in the step d), signing the transaction
by said first private key and sending the transaction and a first public key matching the said first private key to said one or

more approval nodes for approval;
f) obtaining approval for the transaction from said one or more approval nodes;

g) registering the transaction approved in the step f) in a block of the blockchain database with a timestamp of

registration by the one or more storage nodes,
wherein the second set of data (3) comprises a digital signature of a hash of the digital file and

wherein registering of the digital document as the digital file in the blockchain database is done by a first entity and the

digital document is transmitted from the first entity to a second entity.
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™ . . rost OPINIE TWOJPORTFEL GOSPODARKA FINANSE FIRMY TECHNOLOGIE NAJBOGATSI SUBSKRYBUJ =
Technologia blockchain utatwi L o e m—
weryfikacje dokumentéw bankowych PKO BP i Coinfirm tworzg historie
finansow

Dodano: 21 lipca 2017

PKO Bank Polski oraz start-up Coinfirm podpisaty

umowe 0 wspotpracy. Jest to kolejny etap realizaciji

cyfrowej strategii banku. Platforma blockchain

Trudatum zostata stworzona, by dostarczyc

instytucjom finansowym nowe rozwigzania

weryfikujgce autentycznos¢ danych. Dotychczasowe

testy potwierdzity mozliwoSci integracji tej
technologii z istniejqcq infrastrukturg banku w wielu

waznych obszarach biznesowych. Nad rozwojem R
technologii pracowac bedzie nowo powotane jedna z pierwszych instytucji finansowych na swiecie,
Centrum Kompetencyjne Blockchain PKO Banku
Polskiego.

Reklamy Google

lacze [

trudatum - pierwsze zastosowanie blockchain w polskim banku

Bank wtasnie rozpoczat testowanie trudatum, platformy
stworzonej przez polsko-brytyjska firme Coinfirm, tworzac
tym samym nowy standard w bezpieczenstwie

https://biznes.wprost.pl/finanse-i-inwestycje/waluty/10066438/pko-bp-i-coinfirm-tworza-historie-finansow.html

* PKO Bank Polski oraz start-up Coinfirm podpisaty umowe o wspétpracy. Bank jako
pierwsza polska instytucja finansowa rozpoczeta wdrozenie rozwigzan w technologii
blockchain.

=
https://media.pkobp.pl/70784-technologia-blockchain-ulatwi-weryfikacje-dokumentow-bankowych i Al QP'EX.Q


https://media.pkobp.pl/70784-technologia-blockchain-ulatwi-weryfikacje-dokumentow-bankowych
https://biznes.wprost.pl/finanse-i-inwestycje/waluty/10066438/pko-bp-i-coinfirm-tworza-historie-finansow.html
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f.:l- Trudatum

[ mBank @ JWHwITdxgY == Hilton F&F - 191708.. & Ryanair G iGoogle (@ WhatsApp € fb [l EPO - MyEPO |y Pessimists Archive Pilot WP acyk M gmail [} In -~ AOMB.PL

o* Trudatum YOUR DATA PROVENIEN ATFORM () STRONA GLOWNA (@ ZWERYFIKUJ DOKUMENT ? O TRUDATUM ZAREJESTRUJ SIE / ZALOGUJ SIE

Unia Europejska

P . . Zweryfikuj swaj
Zweryfikuj i zarejestruj dofumém J

dowolny dokument

@ Przeciggnij dokument

Zarejestruj, podpisz, a nastepnie zweryfikuj dowolny plik. Wybierz plik  dysku
Zapewnisz dzieki temu pewnosc, ze zostat on przez
Ciebie wydany i w zaden sposob nie zostat zmieniony.

LUB

Wklej hash dokumentu
Rejestracja Weryfikacja Bezpieczernstwo Wprowadz hash dokkumentu

tatwa mozliwosc rejestracji Prosta i niezwodna Catkowicie bezpieczne,
wielu plikéw za pomoca weryfikacja audytowalne i zapewniajgce -
panelu administratora lub API. autentycznosci i integralnosc

niezmiennosci

https://www.trudatum.com



https://www.trudatum.com/

Example 2 — Travel Rule

Example 2

How to provide secure transfer of data to an addressee, through a distrusted environment, with no
reliable third-party? And in line with Finacial Action Task Force (FATF) rules regarding prevention of

money laundering and financing of terrorism.

Answer: EP 3 799 352 Al or US 11,405,188 B2

A method for secure transferring of information through a network between an origin Virtual Asset

Service Provider and a destination Virtual Asset Service Provider”

The addressee is able to cryptographically prove entitlement to the transferred data.



Example 2 — Travel Rule

. Oa) Registering an asset owner, having an owner cryptocurrency private key and an owner

cryptocurrency public key, with the destination VASP (VASP Z, RV),

Ob) Creating an owner cryptocurrency address as a function of the owner cryptocurrency public key,
preferably base58 hash160 with metadata and checksum, and depositing the owner cryptocurrency address in

a database accessible to the destination VASP (VASP Z, RV),

Oc) Creating a proof of ownership (POO) comprising as the first contents: the owner cryptocurrency
address and the destination VASP network public key and comprising a first signature of said first contents
generated as a function of the owner cryptocurrency private key, preferably generated using the Elliptic

Curve Digital Signature Algorithm, ECDSA,
Od) Storing the proof of ownership (POO) in a database accessible to the destination VASP (VASP Z, RV)

.. followed by the sequence of querries and responses + challenge-response leading to determination of

the proper addressee (receiver)....
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MSG 2
POO
OTHER 5V Sy
SYSTEMS RV
ST NODE NETWORK FEDERATION  nopE
Address
Adress
query Address Lookup Query » Adress Lookup Query » »
VASP Z Network Check if its my address,
Public key if 50 sign message,
encrypt packet and
: Address found, Adress Ownership send to originator
SLrEiE T, L 4 VASP D “Confirmation
using cryptocurrency MSG 02
private key inline with Contai
ECDSA Ontiner Send container > Container Transfer »
mansrer to other VASP MSG 03 Decrypt container
Challange provided by and verlty signature
Originator VASP Status Container confirmation with result
" SUCCESS «
Signature no.2 created using
VASP Z Network Private Key
e AIPEXCED
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Vasp A Vasp B Vasp Z
F 3
Address Address Address
Lookup Lookup Lookup
Vasp A Vasp B Vasp £
o Does not control Does not control Controls queried
Originator Vasp address - stops address - stops address - responds to
procesing procesing challange
Response
to challange

Originator Vasp
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transfer. Neither it requires any other trusted entity or
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