


Jakub Sielewiesiuk
President of the Board
Polish and european
patent attorney
j.sielewiesiuk@aomb.pl



Blockchain

How to patent blockchain-related
innovations?

Case studies



What is blockchain?

Blockchain is a database.

Data in a database is stored in „containers” - blocks.

„Container” is of specified size (e.g. 1 MB) and structure.

Each block comprises main data and additionally – among others, a timestamp and a so called „hash”

of the preceding block.

„Hash” = cryptographic abbreviation of content. It is similar to checksum – but is more sophisticated.

0x945eb660aee95fb571272530d363409d5770ecc0cf5831a889dfafd8d9fb3d74



What is blockchain?

Checksum – simple way to check if data is correct

PESEL:

The last digit of PESEL number is a control digit, which depends on all the preceding digits.

The method of calculating that control digit is publicly known – e.g.

http://www.algorytm.org/numery-identyfikacyjne/pesel.html

25 25 24 012 3 X

If the numbers preceding X change (by replacement by different ones or by changing their order) –

the newly obtained sequence will not fit to X, so the numer will not be a correct PESEL number.

Bank account number (Poland): 72 1140 1010 0000 4746 2300 1001

http://www.algorytm.org/numery-identyfikacyjne/pesel.html


What is blockchain?

Blockchain is a database.

Each block comprises main data and additionally – among others, a timestamp and a so called „hash”

of the preceding block.

0x945eb660aee95fb571272530d363409d5770ecc0cf5831a889dfafd8d9fb3d74

Source: EP 3 945 704 B1 „A method and a system for securing data, especially data of biotechnological laboratories”



What is blockchain?

Data change within Blockchain

Data change within Blockchain would either leave a trace (because the altered data would not

correspond to the hash, so: it would be evident that data has been altered) or would require

immense workload: it would be necessary to change the hash of the changed block, and in turns –

necessary to change data in the next block, and then further for yet the next block etc. – for all

subsequent blocks. And there are billions of blocks….

Source: https://pl.wikipedia.org/wiki/Blockchain

https://pl.wikipedia.org/wiki/Blockchain


Example 1 – Trudatum

Example 1

How to save any file („content”) in blockchain, together with information of its source (proprietor)

and a timestamp?

Answer: EP 3 579 496 B1 or US 10,944,548 B2 (or JP 7062838 B2)

„A method for registering of a data as digital file in a blockchain database”



Example 1 – Trudatum

Here is how to do it:

Make a data sequence comprising

information about data (2), information about source (3), optionally a heading (1) and optionally a

suffix (4), such that the length of the data sequence is a multiple of the size of the standard data

container used in said blockchain database (e.g. 1 MB).

Divide the so obtained sequence into N parts of equal length.

Generate N corresponding transactions, sign them electronically and save tchem in N containers in

blockchain.

The heading (1) may include data concerning e.g. file version, file type, number of containers N, etc.

Information about data (2) – it may be the data itself or its hash.

Suffix (4) may include relevant or irrelevant data (like zero-digits only).

The data sequence in the frame may be different than 1-2-3-4.



Example 1 – Trudatum

The heading (1) may include data concerning e.g. file version, file type, number of containers N, etc.

Information about data (2) – it may be the data itself or its hash.

Suffix (4) may include relevant or irrelevant data (like zero-digits only).

The data sequence in the frame may be different than 1-2-3-4.



Example 1 – Trudatum

1. A method for registering of a digital document as a digital file in a blockchain database, in which database transactions

are constructed of standard data containers which may have a fixed size, in a system comprising one or more storage nodes

for storing at least part of the blockchain database, one or more approval nodes for approving transactions in said blockchain

database and a first computer for generating transactions in said blockchain database, said computer having access to said

blockchain database and having access to a first private key, comprising the following steps:

a) providing a first set of data (2), relating to the contents of the digital file;

b) providing a second set of data (3), relating to the origin of the digital file;

c) generating a third set of data (5) by merging the first set of data (2), the second set of data (3), optionally a header (1)

and optionally a suffix (4) into a data frame, wherein the header (1) may contain information about the structure of the third set

of data, about the size of the first set of data (2), while the size of the suffix (4) is adjusted such that the size of the data frame

is a multiple of the size of the standard data container used in said blockchain database;



Example 1 – Trudatum

… d) dividing the third set of data (5) into an integer number N≥1 of parts of equal size, said size corresponding to the size

of the standard data container used in said blockchain database;

e) generating – by said first computer or an intermediary computer connected to the first computer and said one or

more of the approval nodes – a single blockchain transaction for all the N parts obtained in the step d), signing the transaction

by said first private key and sending the transaction and a first public key matching the said first private key to said one or

more approval nodes for approval;

f) obtaining approval for the transaction from said one or more approval nodes;

g) registering the transaction approved in the step f) in a block of the blockchain database with a timestamp of

registration by the one or more storage nodes,

wherein the second set of data (3) comprises a digital signature of a hash of the digital file and

wherein registering of the digital document as the digital file in the blockchain database is done by a first entity and the

digital document is transmitted from the first entity to a second entity.



Example 1 – Trudatum

https://worldwide.espacenet.com/patent/search/family/065598536/publication/EP3579496B1?q=EP3579496B

https://worldwide.espacenet.com/patent/search/family/065598536/publication/EP3579496B1?q=EP3579496B


Example 1 – Trudatum

https://media.pkobp.pl/70784-technologia-blockchain-ulatwi-weryfikacje-dokumentow-bankowych

https://biznes.wprost.pl/finanse-i-inwestycje/waluty/10066438/pko-bp-i-coinfirm-tworza-historie-finansow.html

https://media.pkobp.pl/70784-technologia-blockchain-ulatwi-weryfikacje-dokumentow-bankowych
https://biznes.wprost.pl/finanse-i-inwestycje/waluty/10066438/pko-bp-i-coinfirm-tworza-historie-finansow.html


Example 1 – Trudatum

https://www.trudatum.com/

https://www.trudatum.com/


Example 2 – Travel Rule

Example 2

How to provide secure transfer of data to an addressee, through a distrusted environment, with no

reliable third-party? And in line with Finacial Action Task Force (FATF) rules regarding prevention of

money laundering and financing of terrorism.

Answer: EP 3 799 352 A1 or US 11,405,188 B2

„A method for secure transferring of information through a network between an origin Virtual Asset

Service Provider and a destination Virtual Asset Service Provider”

The addressee is able to cryptographically prove entitlement to the transferred data.



Example 2 – Travel Rule

…. 0a) Registering an asset owner, having an owner cryptocurrency private key and an owner

cryptocurrency public key, with the destination VASP (VASP Z, RV),

0b) Creating an owner cryptocurrency address as a function of the owner cryptocurrency public key,

preferably base58 hash160 with metadata and checksum, and depositing the owner cryptocurrency address in

a database accessible to the destination VASP (VASP Z, RV),

0c) Creating a proof of ownership (POO) comprising as the first contents: the owner cryptocurrency

address and the destination VASP network public key and comprising a first signature of said first contents

generated as a function of the owner cryptocurrency private key, preferably generated using the Elliptic

Curve Digital Signature Algorithm, ECDSA,

0d) Storing the proof of ownership (POO) in a database accessible to the destination VASP (VASP Z, RV)

… followed by the sequence of querries and responses + challenge-response leading to determination of

the proper addressee (receiver)….



Example 2 – Travel Rule



Example 2 – Travel Rule



Example 2 – Travel Rule

https://worldwide.espacenet.com/patent/search/family/068109128/publication/EP3799352A1?q=ep3799352

https://worldwide.espacenet.com/patent/search/family/068109128/publication/EP3799352A1?q=ep3799352
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